In our connected lifestyles, we utilize Internet connected technologies in ways
previously unheard of: the connected smart speaker in your kitchen informing you
the current temperature, or the smartwatch on your wrist providing your step count –
however, with each of these digital conveniences, there is a reciprocal digital
inconvenience in the form of privacy erosion. This lecture will overview 1) the
concepts of privacy and anonymity , and 2) how modern technologies (including IoT,
connected healthcare, and digital surveillance) through the seduction of digital
conveniences, sacrifice individual’s ability to remain private. The seminar will
underscore how the need for an open dialogue of “digital literacy” and “privacy
literacy” is crucial for encouraging critical thinking citizens in ever-increasing digital
world.
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I am a social science researcher, involved with communication as a discipline and how
technology influences communication. I've previously explored how willing people
are disclosing personal data in ecommerce, and their perceived risk of providing that
information while shopping online. Exploring the willingness to disclose and the
perceived risk is applicable in many digital technologies, including fitness devices and
health wearables.
In general, my research explores privacy and disclosure of personal data in ICTs
(define) and digital technologies, ethics of disclosure, and how policy can shape data
protection.
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There are many things in life we think we know and can explain. But when we are
pressed to define these things, we have a difficult time.
For example, what is time? What does it involve? Is it tangible? What processes are
involved? How do we interact with time in our every day lives?
Another topic that is easy to understand on it’s face but hard to define once explored
is the concept of privacy. You have heard of it, used it, experienced it, but can you
define what is involved in marketing?
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Privacy is defined as….
This definition of privacy is relatively old, from 1891 when Warren & Brandeis (US
supreme court justice) sought to define this concept taking importance with new
technologies of the time: photographs.
In light of numerous hackings and political events, privacy has become a very crucial
concept to discuss.
As we go about our daily lives, especially on line, we are faced with many situations
where we must choose to provide potentially sensitive information.
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Test different aspects of our personality privately before doing so in public with
friends or family
Sharing of information between individuals leads to more intimate, deeper
relationships; we tend to trust more those individuals we’ve shared private,
potentially sensitive, information with
As individuals, we can adjust our levels of anonymity or level of being private in
different scenarios and environments.
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Providing sensitive information, or information in general, is the act of disclosing.
Wheeless defines self-disclosure as….
We may divulge information to our spouse, children, friends, medical professionals,
etc
When buying a product on Amazon, I must disclose information such as name,
address, credit card, phone number
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Moving outward a bit, we now see further entities involved in social media,
ecommerce, technology, and related ventures.
The new stakeholders in our connected lifestyles - technology companies, ecommerce
behemoths and alike – are disruptors in their own industry, and bring real threats to a
delicate industry based on trust between provider and care-seeker
Remember, Facebook’s previos mantra was “Move fast and break things”. Google also
had as part of their corporate motto, “Do no evil’ - which has sense been altered!
Each of these company’s business model is reliant on citizens disclosing personal
data; Aside from Apple, most of them did not make physical hardware (though all
have started making products, and trying to replicate Apple’s “walled garden”
ecosystem).
Without data, would these companies be worth?
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We can have the donut and the apple – we don’t have to sacrifice one for the other.
We can have the convience of Swish, BankID, the targeted offers from ICA, and access
digital healthcare in a few clicks – while still respecting and keeping our data
protected and secure.
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Of course we need to be able to transfer money quickly and without visiting a bank or
ATM.
”Information about location is not required” – this is in contrast to BankID who will
start requiring location information to verify where you are – which makes sense. If
you’re not in Denmark, and a transcaction is made, this can inform them of fraud.
However, geolocation information can also be misused, and when combined with
other data, identity theft can occur.
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When I first arrived, I had no clue about Hitta.se or Ratsit.se – i assumed that Sweden
had sound privacy protection laws.
But shockingly to find out they hold:

• The very address we live at
• Part of our personnummer
• Those who are victims of identity theft or have been a witness to crime must ask
for personal security protection
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Device information: IP address, language settings, browser settings, time zone,
operating system, platform and screen resolution.
Social media profile: We may collect information from your social media profile if you
have clicked on one of our offers or event invitations posted on social media. We may
ten have access to your contact information that forms part of your profile (for
example, your name, e-mail address, telephone number and other relevant business
information such as your employer's name, address and type of company).
Contact and ID info: - name, date of birth, social security number, title, profession,
gender, invoice and delivery address, e-mail address, mobile phone number, age,
nationality etc.
Information about goods and services; - information obtained from third parties such
as your income, possible credit, negative payment history and previous payment and
credit approval.
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We need to underscore how the need for an open dialogue of “digital literacy” and
“privacy literacy” is crucial for encouraging critical thinking citizens in ever-increasing
digital world.
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Due to the increase in adoption and use of wearables and connected apparel and
Internet-connected devices, the issue of privacy is more important than ever.
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Why would hackers or fraudulent parties be interested in what many might consider
non-sensitive or not important metrics or personal data? It might not be one metric
or data point that is valuable, but the collection and combination of several data
points can be surprisingly valuable.
Fullz– complete set of an individual’s personal data that can be sold to criminals48–
sold on the Dark Web
More complete fullz sell for €22 in US or €35 in Europe49
Data brokers
References:
48. Barcena, M.B., Wueest, C. and Lau, H. (2014), “How safe is your quantified self?
Tracking, monitoring, and wearable tech”, Symantech, available at:
www.symantec.com/connect/blogs/how-safe-your- quantified-self-trackingmonitoring-and-wearable-tech (accessed 19 April 2017).
49. Clarke, E. (2013), “The underground hacking economy is alive and well”, available
at: www. secureworks.com/blog/the-underground-hacking-economy-is-alive-andwell (assessed 23 February 2017).
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In addition to the value of personal data, we should highlight the possibility that
privacy may not be truly possible any more.
Research suggests that… Individual level data can never be truly anonymous52
And de-identified data does not guarantee confidentiality53
Further, data can be reversed engineered to re-identify54-57
Research also suggests that 95% of individuals can be identified with merely 4 spatiotemporal points56,57
References
52. Dibben C, Elliot M, Gowans H, Lightfoot D. Chapter 3: The data linkage environment. In: Harron K, Dib- ben C, Goldstein H, editors. Methodological Developments in Data Linkage. London: Wiley; 2015.
53. Win KT. A review of security of electronic health records. HIM J 2005;34(1):13–8. USA.
54. Golle, P. (2006). Revisiting the uniqueness of simple demographics in the us population. Paper presented at the Proceedings of the 5th ACM workshop on Privacy in electronic society, Alexandria,
Virginia, USA.
55. Narayanan, A., & Shmatikov, V. (2008, 18-22 May 2008). Robust de-anonymization of large sparse datasets. Paper presented at the 2008 IEEE Symposium on Security and Privacy (sp 2008).
56. de Montjoye, Y.-A., Hidalgo, C. A., Verleysen, M., & Blondel, V. D. (2013). Unique in the crowd: The privacy bounds of human mobility. Scientific Reports, 3, 1376. doi:10.1038/srep01376
57. de Montjoye, Y.-A., Radaelli, L., Singh, V. K., & Pentland, A. S. (2015). Unique in the shopping mall: On the reidentifiability of credit card metadata. Science, 347(6221), 536-539.
doi:10.1126/science.1256297
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Companies collecting personal data may violate consumers’ social health
Compromised social media accounts
Violations for friends and family
Creates relational conflict
Students can become bullied or their sensitive information spread on social networks
Personalized products and shopping can affect of social health - by requesting access
to unnecessary personal information, including details about users’ social media
accounts. If a user’s information has been compromised, it is possible that
unauthorized access to their social media accounts may occur. If their social media
accounts are compromised, it could lead to possible violations for family and friends.
Or by exposing health conditions that friends were not aware of, this may create
conflict in the relationship. By potentially creating conflict in relationships, wearables
can have the undesired and opposite effect on health by negatively affecting one’s
social health.
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Automony: In contradiction to being autonomous beings without controlling
influences
Citizens exercise right to remain unidentifiable (anonymous) and control information
about themselves (remain private)60
Stolen personal data lessens autonomy or ability to remain anonymous or private61
References:
60. Robinson, S.C. Ethical and Privacy Implications Arising from Use of Biometric and
Facial Recognition Technologies. (2017). Deep Visual Biometrics Project. Swedish FOI
and Linköping University.
61. Beauchamp, T. L., & Childress, J. F. (2013). Principles of biomedical ethics (7th
ed.). New York: Oxford University Press.
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If hacked, individuals can change their passwords
Other types of information, including biometric identifiers, changing or modifying
these attributes is not as easy, or even possible
In the case of hacked or stolen biometric or health information, you can’t just simply
change your health or biometric information.
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Discrimination
Job hiring58
Function creep59
Erroneous identification
Surveillance society
Abuse of technologies
Tax fraud62
(Increasing) identity theft13,63
Employer discrimination: if they have certain condition, they are “lazy” =
bad/ineffective worker, diseases may raise employer health insurance premiums
Job hiring discrimination
abuse of genetic code details resulting in job hiring prejudice
Function creep: when technology is designed for a specific purpose, but gains
unanticipated, additional functions or purposes. Similar to function creep is the
concept of secondary use, where data collected for an initial purpose is utilized for
unrelated, non-consented actions. Surveillance systems may initially be created to
identify and capture criminal entities, but may then be misused to identify other
vulnerable groups within the population. (Brey, 2004) Data collected by individuals
can be easily shared or intercepted by state surveillance entities, and may result in
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tracking of “undesirable” groups, including refuges, low SES individuals, etc
Erroneous identification: Questions of error are common with the use of surveillance
technologies. Errors can occur when biometric systems incorrectly identify someone,
leading to misidentification and possible harassment for the individual. Algorithms
utilized by the FBI were inaccurate in 14% of attempts, and the algorithms were more
likely to misidentify African-American individuals
Surveillance society: when individuals are aware they are under surveillance, they
may alter their behavior. The use of surveillance may influence individuals to act in
ways they deem as unsuspicious, so not to draw the attention of surveillance
systems. These voluntary behavioral changes could, over time, become involuntary,
permanent changes in scenarios of active surveillance by technology (i.e. CCTV, facial
recognition systems) or in the presence of authoritative bodies (i.e. police, border
control).
Abuse of technologies
State actors surveilling their citizens is always a concern. However,
Identity theft is increasing, but let’s make sure to highlight the costs associated with
identify theft. In terms of resolving fraud issues, credit cards breaches have financial
lability limited to US$50 per card. In the health industry, however, 65% of victims of
medical identity theft had to pay an average of US$13,500 to resolve the crime–with
costs covering the services of creditors and legal counsel.13 Sufferers of identity theft
also have to restore their good name and financial credit, which can take 100 or
1000s of hours.
References
13. Fuentes, M. R. (2017). Cybercrime and other threats faced by the healthcare
industry. Retrieved from
https://www.trendmicro.com/content/dam/trendmicro/global/en/securityintelligence/research/reports/wp-cybercrime-&-other-threats-faced-by-thehealthcare-industry.pdf
58. Jain, Anil , Arun Ross, and Salil Prabhakar. 2004. "An introduction to biometric
recognition." IEEE Transactions on Circuits and Systems for Video Technology 14 (1):420. doi: 10.1109/TCSVT.2003.818349.
59. Brey, P. (2004). Ethical aspects of facial recognition systems in public places.
Journal of Information, Communication and Ethics in Society, 2(2), 97-109.
doi:doi:10.1108/14779960480000246
62. Newman, L. H. (2017). Medical devices are the next security nightmare. Wired.
Retrieved from https://www.wired.com/2017/03/medical-devices-next-securitynightmare/
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63. Krishnan R, Rainwater R and FitzGerald D. Risk based medical identity theft
prevention. Google Patents 2018,
https://patentimages.storage.googleapis.com/91/73/23/1b9128b3daaee5/US201800
18747A1.pdf (2018, accessed 27 August 2018).
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The end result of all the data collected about us while we use the Internet and
connected devices is to become a predictable human being:
•
When will we need services
•
What services do we prefer
•
What prices are we willing to pay for said services
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Remember this slide? Remember all the benefits that privacy and anonymity afford
us.
If we don’t preserve this for our students, what kind of lives will they live?
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It might be hard for us to fully understand the complex social situations that our
students might be faced with.
Culturally, the expereiences of going to school in the US and Sweden are quite
different. As a 4-5 year old, you might have weekly drills to become ready for active
shooters in your school. These children are told to be quite, stay away from the door,
and to become ready to fight in case ”a bad person” comes in.
Also, when you enter a school, you may go through a metal detector, have to wear
clear backpacks so all your belongins are easily searched through, etc.
These issues might be foriegn, but they help to highlite the audacity of the issues.
Cyberbullying is not the same as facing an active shooter in a school – but the
trauma, pain, and isolation of being bullied is just as critical to prevent.
The responcibility to keep our students safe is a combination of the student, engaged
parents, and of course our educators.
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So why and how can we improve what we deliver to our students while teaching
them?
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